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Internet Information Server 6.0 

Introduction and Overview 
 
The IIS 6.0 core components and architecture are redesigned, which makes this 
version of IIS significantly different from previous versions.  
 
 IIS 6.0 meets organization’s demands for the following improvements:  
 

• Reliability. Greater reliability by providing a way to isolate one application 
from another. 

• Manageability. Better manageability by providing a configurable XML-based 
metabase. 

• Security. Tighter security by providing a locked-down security strategy. 
• Performance and scalability. Improved performance by providing isolation 

in-process. Built-in scalability by offering architecture that allows you to 
consolidate sites and applications on fewer servers. 

 
IIS 6.0 provides a redesigned World Wide Web Publishing Service (WWW service) 
architecture that can help you achieve better performance, reliability, scalability and 
security for your Web sites, whether they run on a single server running IIS or on 
multiple servers. 
 
IIS 6.0 runs a server in one of two distinct request processing models, called 
application isolation modes. Application isolation is the separation of applications by 
process boundaries that prevents one application or Web site from affecting another 
and reduces the time that you spend restarting services to correct problems related 
to applications. 
 
IIS 6.0 provides a secure platform for publishing information on internal networks or 
on the Internet. Microsoft has added many new features to this version of IIS. For 
example, the metabase is a simple Extensible Markup Language (XML) text file that 
is backed up automatically. The security model has been completely rebuilt to allow 
administrators to tightly control the executable files. In IIS 6.0, applications can be 
better isolated in their own application pools for better performance, greater 
reliability, and easier monitoring.  
 
The File Transfer Protocol (FTP) service is one of the services enhanced in IIS 6.0.  
 
IIS 6.0 has the ability to isolate FTP users in their own accounts by using Active 
Directory Service.  
 
The User Isolation and Unicode Transformation Format-8 (UTF-8) support.  
 
The key concepts of IIS 6.0. 
 
 Internet Information Services 6.0 is a Web service that runs only on the Windows 

Server 2003 and Windows XP 64-bit edition platforms and provides a secure, 
reliable, manageable, and scalable Web application infrastructure. 

 IIS 6.0 is installed by default on Windows Server 2003 Web Edition and not by 
default in Windows Server 2003 editions. The main enhancements made in the 
area of security over the previous versions of IIS. 
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 The attack surface of the Web server has been minimized by design and 
deployment. Administrators can manage and control the attack surface through 
the various tools and interfaces provided in IIS 6.0. 

 It incorporates a new process model that isolates Web applications from one 
another.  

 
The Request Processing Architecture 
 
Worker process isolation mode is the new IIS request processing model. We can 
group Web applications into application pools, through which we can apply 
configuration settings to the worker processes that service those applications. An 
application pool corresponds to one request routing queue within HTTP.sys and one 
or more worker processes. 
 
Worker process isolation mode enables us to completely separate an application in 
its own process, with no dependence on a central process such as Inetinfo.exe to 
load and execute the application. All requests are handled by worker processes that 
are isolated from the Web server itself. Process boundaries separate each application 
pool so that when an application is routed to one application pool, applications in 
other application pools do not affect that application. Application pools can be used 
by running application code in an isolated environment without incurring a 
performance. 
 
IIS 6.0 provides a secure platform for deploying and managing Web applications. It 
includes new performance-enhancing features for both static and dynamic content, 
and new security features to ensure the ongoing integrity of the Web server. In IIS 
6.0, the core components and architecture have been redesigned. This latest version 
of IIS also provides new features that make it more reliable, manageable, and 
scalable. With these changes, IIS 6.0 is significantly different from the earlier 
versions. The improvements in IIS 6.0 can be categorized under four subjects: 
reliability, manageability, security, and performance. In this topic, you will learn 
about the features that are responsible for each of the improvements. 
 
Upgraded Features in IIS 6.0 
 
 Reliability:  Application isolation in IIS 6.0 can isolate Web applications in 

separate application pools. Placing applications in their own pool minimizes the 
impact of other poorly behaving applications in other application pools. 
Application pools have configurable properties that separate the applications 
within them, from other application pools and from IIS 6.0 itself. 

 
 Manageability IIS 6.0 metabase:  IIS 6.0 stores configuration settings in an XML 

file. The earlier versions of IIS stored the metabase in a binary file. You can read, 
edit, and save the files by using IIS Manager, Metabase Explorer, or any standard 
text editor tools. Metabase Explorer, which is included in the IIS 6.0 resource 
toolkit, requires the Microsoft .NET Framework. Metabase Explorer allows you to 
edit the configuration settings by using a graphical interface. Security in IIS 6.0 
is not installed by default when you install the Standard, Enterprise, or 
Datacenter editions of the Windows Server 2003 operating system. 

 
 Features for serving dynamic content, such as Active Server Pages (ASP), 

ASP.NET, Web Distributed Authoring and Versioning (WebDAV), Microsoft Office 



                     
 

© 2005-2009  www.edujini-labs.com  
Edujini Labs Pvt Ltd 
 

FrontPage® Server Extensions, and server-side includes are not enabled. With 
the new security model, administrators can enable these features according to 
their requirements. The new security model enables administrators to manage 
the attack surface of the Web server. 

 
Enhanced Features by Stock Keeping Unit  
 
IIS 6.0 is installed by default only in the Web edition of Windows Server 2003. In all 
other editions of Windows Server 2003, such as the Standard, Enterprise, and 
Datacenter editions, IIS 6.0 is locked down by default during installation.  
 
The common features available in all the editions of Windows Server 2003 are: 
 
  Network Load Balancing 
  Worker Process Isolation Mode 
  XML metabase 
  Command-Line Administration 
  Integration of ASP.NET and IIS 
  Caching of dynamic content 
  Internet Server Application Programming Interface (ISAPI) support for custom  errors 
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The Request Processing Architecture 
 

Introduction 
 
The updated  request-processing architecture and application isolation environment 
enables individual Web applications, which in turn runs in user mode, to function 
within a self-contained worker process. A worker process is user-mode code whose 
role is to process requests, such as returning a static page or invoking an Internet 
Server API (ISAPI) extension or filter. Worker processes use HTTP.sys to receive 
requests and send responses over HTTP.  
 
Defining request processing architecture? 
 
Its redesigned request processing architecture streamlines request processing by 
isolating certain processes in their own memory space and optimizing communication 
between kernel mode and user mode, hence enhancing the performance of the Web 
server. The request-processing architecture enables individual Web applications to 
function within a self-contained worker process. This environment prevents one 
application or Web site from stopping another and reduces the amount of time 
administrators spend restarting services to correct problems related to applications. 
 
The architecture has three main components:  
 
 Kernel-mode Hypertext Transfer Protocol (HTTP) protocol stack (HTTP.sys) 
 User-mode administration and monitoring component called the WWW Publishing Service 
 Application pools. 

 
HTTP.sys is a kernel-mode Web listener that receives and places the client requests 
in a queue. Each application pool has a request queue. HTTP.sys validates the 
requests and sends only valid requests to the appropriate request queue.  
 
Worker processes (W3WP.exe). Worker processes are user-mode processes, 
managed by the WWW Service Administration and Monitoring component. Worker 
processes handle application execution for the applications assigned to an application 
pool. 
 
IIS 6.0 request processing:-  
 
The IIS 6.0 request processing involves the following steps: 
 

1. When an HTTP request arrives at the kernel-mode HTTP protocol stack, 
HTTP.sys checks the validity of the request. If the request is invalid, it returns 
the appropriate HTTP error code to the requester. HTTP.sys has its own error 
log, HTTPerr.log. Invalid requests get recorded in the HTTPerr.log and not in 
the Web service logs because the invalid requests do not reach the Web 
server. If the request is valid, HTTP.sys places the request in the queue of the 
application pool and the respective worker process handles the request. If the 
requested page is already in the kernel mode cache, the page is sent directly 
to the user. 

2. When a request is received by the application pool, if there is no worker 
process to handle the request, a new worker process is started. 
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3. The worker process pulls the request from the queue, processes the request, 
and then sends the response back to HTTP.sys. 

4. HTTP.sys sends the response back to the user. 
 
Benefits of the IIS 6.0 request processing architecture 
 
The IIS 6.0 request processing architecture provides for the separation of operations 
of the Web server from the processing of application code while increasing the 
performance of the Web server. The request processing architecture: 
 

• Increases the speed at which HTTP requests are processed. W3SVC can 
initiate multiple worker processes to handle a request, and this increases the 
processing of HTTP requests. 

• Placing applications in their own pool minimizes the impact of other poorly 
behaving applications in other application pools 

• Reduces server restarts and eliminates WWW service shutdowns caused by 
failed applications. 

• Supports recycling of Web application pools that are not responding and of 
applications that consume a large amount of memory. 

• Supports recycling of Web application pools on a scheduled or periodic basis. 
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The Metabase Architecture 
 
Introduction  
 
The configuration settings are stored in a hierarchical database known as the 
metabase. The file format of the metabase has been enhanced. In earlier versions of 
IIS, the metabase was stored in a binary file called Metabase.bin. In IIS 6.0, the 
metabase is stored in an XML file called Metabase.xml. IIS 6.0 stores the 
configuration settings in a readable XML format. This feature adds more flexibility 
when you edit the metabase file. Because the metabase is a text file, you can read 
and edit it by using any text editor. Metabase provides increased management and 
administrative capabilities. The feature of the IIS 6.0 metabase architecture is the 
enhanced backup and restores capability of the metabase. In earlier versions of IIS, 
the metabase must be backed up manually. Although this procedure can be 
automated, it still leaves a maintenance task exposed. In this version metabase is 
backed up automatically, where we could save time and headaches in the event of a 
disaster. 
 
What is metabase? 
 
The IIS 6.0 metabase is saved as a combination of two XML files—Metabase.xml and 
MBSchema.xml. The IIS 6.0 configuration information and values are stored in the 
Metabase.xml file, and the metabase schema is stored in the MBSchema.xml file. It 
includes the edit-while-running feature, which is not enabled by default. You may 
enable the edit-while-running feature, so as to edit the metabase directly while IIS is 
running. The changed settings take effect after you save Metabase.xml. If the edit-
while-running feature is not enabled, you must stop IIS 6.0 before you edit the 
metabase XML file.  
 
Components of the metabase architecture 
 
The major components of the metabase architecture of IIS 6.0 are:- Admin Base 
Objects. 
Admin Base Objects are COM (DCOM) objects that enable applications to manipulate 
the IIS metabase. ABOs provide access to the metabase. In-memory metabase. The 
in-memory metabase is loaded into the memory allocated to the Inetinfo process by 
the operating system. The metabase configuration and schema are stored in 
separate nodes in the in-memory metabase. 
 
Metabase storage layer : 
 
The metabase storage layer manages the XML files and converts their contents to 
the in-memory version of the metabase. The metabase storage layer reads the 
metabase files into the in-memory metabase. 
 
How metabase work? 
 
The working methods of the IIS 6.0 metabase: 
1.  When IIS 6.0 is started, the metabase storage layer reads the Metabase.xml and 

MBSchema.xml files. 
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2.  ABO writes the IIS configuration received from the metabase storage layer to the 
in-memory metabase. 

3.  Contents of the in-memory metabase are written to the Metabase.xml file either 
periodically or when IIS 6.0 is stopped. 

 
The Security Model 

The Security changes in IIS 6.0 
 
The security model includes features that reduce the attack surface of the server. 
These are categorized into secure by default, secure by design, and secure by 
development. 
 
The most significant security-related changes are as follows:  
 

• IIS installs in a locked-down mode 
• Restrictive Multipurpose Internet Mail Extensions (MIME) types reduce the 

attack surface of IIS. 
• Multiple worker processes affect Internet Server API (ISAPI) filter status display. 
• ASP and ASP.NET functionality are disabled by default. 
• By default the Parent paths are disabled. 
• Global.asa events are run as anonymous user. 
• By default anonymous password synchronization is disabled. 
• Advanced Digest authentication requires Windows Server 2003. 
• Microsoft® .NET Passport authentication requires local system user account rights. 
• Kerberos authentication requires service principal names (SPNs) for multiple 

worker processes. 
• Access is restricted for executables. 
• Access is restricted for non-default identities for Common Gateway Interface 

(CGI) processes 
 
What is Secure by default? 
 
To minimize or reduce the available attack surface, it is designed to be more secure 
out-of-the box than the earlier versions of IIS. The most important security feature 
change is that IIS 6.0 is not installed by default with Windows Server 2003. In 
addition, IIS 6.0 is locked down after installation, by default. The following Web 
server defaults enhance the security by limiting server functionality. You should 
enable the Web server features only as required by hosted applications to ensure 
that the attack surface of the Web server stays as small as possible. 
 
What is Secure by design? 
 
The fundamental design changes incorporated into IIS 6.0 include enhanced 
authentication features. Other isolation features based on bandwidth, CPU throttling, 
and memory-based recycling also make IIS 6.0 secure by design.  
 
What is Secure by deployment? 
 
The fundamental design changes incorporated into IIS 6.0 include enhanced 
authentication features. The application isolation and rapid-fail protection features 
make IIS 6.0 secure by deployment. 
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Deployment Considerations for IIS 6.0 
 
Introduction  
 
Prior to deploying IIS 6.0, familiarize yourself with its important server roles, major 
components, and the server operating system and hardware requirements. With this 
understanding, administrators will be able to identify the appropriate server role and 
the corresponding hardware and software requirements when deploying IIS 6.0 in 
the business environment. The server role determines the scope of the functions of 
your Web server. You can implement more than one server role on your IIS 6.0 Web 
server to suit your business requirements. 
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Web Server Roles 

Introduction 
 
Server roles determine the primary functions performed by a server in your 
organization. For each server role, the role-specific services must be enabled. The 
Security Configuration Wizard enables services necessary to perform the selected 
server roles for the selected servers. By selecting role in Security Configuration 
Wizard, the wizard automatically enables all of its dependent roles. The important 
Web server roles of IIS 6.0 are the application server, FTP server, Extranet Web 
server, Intranet Web server, and Internet Web server. 
 
Application server  
 
An application server provides core technologies required to build, deploy and 
operate distributed Web applications. In IIS an application server role depends on 
two other roles:  
1. Middle-tier application server (COM+/DTC),  
2. Web server. 
 
FTP server  
 

This server allows users to download or upload files by using FTP. In IIS the FTP 
server role depends on the FTP Publishing and IIS Admin services. 
 

The FTP server requires: 
• Port 21 for the FTP control channel. 
• Port 20 for the FTP data channel in normal mode. 

 
Extranet Web server  
 

This is an extension of the intranet Web server role. IIS 6.0 with Windows Server 
2003 provides Web server capabilities over an extranet. It can be deployed in many 
different environments. You can create a platform of dynamic network applications, 
allowing you to use the latest Web standards to develop, implement, and manage 
your Web applications. You can allow a limited subset of computers or users on a 
public network; typically the Internet that can access an organization’s internal 
network.  
 

Intranet Web server  
 

You can configure Web sites and applications for everyday business use within your 
organization by using an intranet Web server role. IIS 6.0 with Windows Server 2003 
provides an integrated, reliable, scalable, secure, and manageable Web server on 
which you can run these Web sites and applications to meet your business needs.  
 

Internet Web server  
 
When there is a requirement for hosting of multiple Web applications on a single Web 
server, you can use the features of Windows Server 2003 and IIS 6.0 to create 
effective boundaries between applications. Using this, you can prevent the resources 
of one application from being accessed by other applications. You can implement 
performance and reliability features built into the operating system and IIS 6.0. You 
can also allow users to access resources across network boundaries by using IIS 6.0 
to host Web sites. 
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Major Components of IIS 6.0 

Introduction  
 
The major components of the IIS 6.0 architecture are the HTTP protocol stack, WWW 
Service Administration and Monitoring, worker processes, application pools, 
Inetinfo.exe, and IIS metabase. IIS 6.0 uses these major components to segregate 
the Web server code and the Web applications code. The process isolation feature, 
architecture contributes to improved performance, reliability, stability, and security. 
 
Major components  
 
The major components of the IIS 6.0 architecture are:  
 
HTTP.sys  
 
HTTP protocol stack is the kernel-mode listener in IIS 6.0. HTTP.sys routes the 
requests to the appropriate worker process request queue, caches the responses in 
kernel mode, and sends responses to the users. HTTP.sys processes requests but 
does not load application code. It would be extremely dangerous to load application 
code in kernel mode because application failures or exploits would cause a system 
failure. 
 
WWW Service Administration and Monitoring 
 
The WWW Service Administration and Monitoring component runs in user mode. The 
WWW Service Administration and Monitoring component does not load external 
application code. This component communicates with HTTP.sys and coordinates the 
life cycle and health of the worker processes.  
 
Worker processes.  
 
In IIS 6.0, worker processes run in user mode. Worker processes are used to control 
applications. HTTP.sys processes the requests and sends the responses. The worker 
processes run application code, such as ASP.NET applications and XML Web services. 
You can configure multiple worker processes for an application pool. 
 
Inetinfo.exe.  
 
Inetinfo.exe is a user-mode component. Inetinfo.exe hosts the IIS metabase and 
other services such as the FTP, Simple Mail Transfer Protocol (SMTP), and the 
Network News Transfer Protocol (NNTP) service 
 
The services run as dynamic-link libraries (DLLs) under the Local System account. 
Inetinfo.exe runs the IIS Admin service to host the metabase.  
 
IIS metabase.  
 
The IIS metabase is a plain-text XML data store that contains IIS configuration 
information. The IIS 6.0 XML metabase allows you to read and edit the configuration 
file by using simple text-editing tools. The XML metabase enables you to create 
backups of metabase files and to restore the metabase files. The IIS 6.0 metabase 
consists of two XML files: Metabase.xml and MBSchema.xml. 
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Server Operating System and Hardware Requirements 
 
Server operating system requirements 
 
You can install IIS 6.0 on the Standard, Enterprise, and Datacenter editions of 
Windows Server 2003. IIS 6.0 is installed by default on the Web edition of Windows 
Server 2003. 
 
Hardware requirements  
 
The minimum hardware requirements for installing IIS 6.0 are the same as those for 
installing Windows Server 2003. Ensure that your hardware meets the minimum 
requirements before installing Windows Server 2003. The following table summarizes 
the minimum and recommended hardware requirements needed to deploy and run 
IIS 6.0 on various editions of Windows Server 2003. 
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Creating and configuring additional Web Sites 
 
Introduction  
 
This is a key component of the Microsoft® Windows Server™ 2003 application 
platform, in which you can deploy Active Server Pages (ASP), Microsoft ASP.NET Web 
applications, applications based on Internet Server Application Programming 
Interface (ISAPI), Common Gateway Interface (CGI) applications, and Extensible 
Markup Language (XML) Web services. By using IIS 6.0, hosting of various types of 
applications can be done easily. To host multiple applications, you might have to 
host multiple Web sites. IIS 6.0 enables you to create additional Web sites or 
Application and virtual directories to form an efficient Web structure for your 
business needs. 
 
Publishing is the process of deploying and managing information, from files or folders 
of a Web site or an FTP site, the users can access from any remote server and also 
publish Web site content by using Web Distributed Authoring and Versioning 
(WebDAV). 
 
By using Internet Information Services (IIS 6.0), you can create multiple Web sites 
and FTP sites on a single Web server. You can host multiple Web sites on a single 
server by using multiple Internet Protocol (IP) addresses, by using a single IP 
address with multiple port numbers, and by using multiple host-header names. 
Based on your business requirements, you must determine the appropriate method 
of hosting multiple Web sites on a single Web server.  
 



                     
 

© 2005-2009  www.edujini-labs.com  
Edujini Labs Pvt Ltd 
 

Hosting Multiple Web Sites on a Single Server 

Introduction  
 
To create and host multiple Web sites on the same server, you must ensure that 
each site is unique. You can do this by using multiple IP addresses or a single IP 
address with multiple ports, or by assigning multiple host header names to a single 
IP address.  
 
What is an Application in IIS 6.0? 

Definition 
 
An application can be defined as a collection of objects that can be managed within 
IIS 6.0 as a single unit. You can further define an application as a set of files that 
share a common top-level folder and a set of configuration settings. Logically 
grouping files and components as an application allows IIS 6.0 to share data within 
the application. An application can be placed in a pool with other applications, or it 
can be isolated in its own pool. An e-commerce application is a typical example of a 
Web application. You can run Web applications on a Web server by using a Web 
browser as the user interface. On the server, IIS 6.0 provides standard application 
programming interfaces (APIs) that you can use to develop Web applications. These 
APIs include the Internet Server Application Programming Interface (ISAPI) and 
Common Gateway Interface (CGI). 
 
Applications in IIS 6.0 
 
An application in IIS 6.0 uses various Web technologies, such as Active Server Pages 
(ASP) and Microsoft ASP.NET. The application consists of all the files and executable 
code that can be invoked from a virtual directory on a Web server. By default, every 
Web site that you create by using IIS 6.0 is an application that provides Web 
application functionality. You can change the settings for the home directory of the 
Web site by using IIS Manager to change the application settings. The application will 
reside on the server or on the shared network directory, and the application can be 
accessed by entering a Uniform Resource Locator (URL) in the Web browser. The 
URL requests sent by users are directed through port 80 or any other port that you 
have configured to the appropriate application. Application developers benefit from a 
single, integrated application hosting environment when using IIS 6.0. IIS 6.0 also 
offers international support and support for the latest Web standards, such as 
Extensible Markup Language (XML), in terms of applications. Microsoft Windows 
Server™ 2003 and IIS 6.0 are designed to provide maximum application 
compatibility. The IIS 6.0 fault-tolerant process architecture isolates Web sites and 
applications into self-contained units called application pools. Application pools 
provide a convenient way to administer a set of Web sites and applications and to 
increase reliability, because placing applications in their own pool minimizes the 
impact of other poorly behaving applications in other application pools. 
 
By using IIS 6.0, you can deploy applications such as ASP and ASP.NET Web 
applications and XML Web Services. In the IIS Manager, you can designate a Web 
site, directory, or virtual directory as an "application starting point" 
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What is a virtual directory? 
 
A virtual directory is a directory that points to an actual directory on a Web server or 
to a remote location such as a Universal Naming Convention (UNC) share. By using a 
virtual directory, you can make the physical location of the directory transparent to 
the user. 
 
Depending upon the requirement, you can also redirect the virtual directory to 
another location. A virtual directory is an alias, either for a physical directory on the 
local hard disk that is not within the home directory, or for a directory on a remote 
machine.  
 
Virtual directory can be used for any Web application to organize your Web site 
content and to specify different URLs for various parts of your site. 
 
Benefits of virtual directories 
 
Using virtual directories you will be able to  
 

• Improve the security of your Web content by applying different security 
settings for the various virtual directories. 

• Simplify the management of directories on your site by simply changing the 
mapping between the alias and the physical directory. 

• Store the content in various locations. 
• Access the directories by using simple URLs instead of complex URLs.  
• Specify different URLs for various parts of the site when you have a complex 

site that spans multiple directories, drives, or computers. 
• Map to a shared directory on another computer by using the UNC name of the 

directory. 
 
UNC path 
 
Using directory services on another computer, you can optionally provide the UNC 
name of the directory, and a user name and password for access rights. IIS 6.0 
obtains a token from the client’s request and uses the token to access the remote 
share by default. IIS 6.0 should pass the credentials to the remote server on behalf 
of the visitor. The credentials consist of a user name and password. 
 
The UNC path refers to the location of a volume, directory, or file on the remote 
server. UNC path name works only with authentication methods that can perform 
delegation, such as Basic authentication. If you use IIS Manager to create a virtual 
directory and specify a UNC path for the content, IIS Manager prompts you to type a 
user name and a password for the network resource. 
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Security for Web Site Elements 
 
Introduction 
 
Appropriate security safeguards on your Web server can help reduce or eliminate 
security threats such as spoofing, redirection, and impersonation. These security 
safeguards give you security control at the Web site, folder, and file levels. You can 
configure security for the following elements of a Web site: 
 

• Home directory 
• Default document 
• Web pages 
• Virtual directory 
 

Configuring the security of these elements enhances the security of the Web server. 
In this topic, you will learn about the ways to secure these elements of the Web site. 
 
Home directory  
 
The home directory is the root directory of a Web site; it is where the content files 
are stored. You must secure the home directory to deny access to all but specific 
users. You must specify the restrictions to the home directory and its contents. By 
default, in IIS 6.0, the home directory of the Web server provides no write access to 
anonymous users. Therefore, if the site is designed for anonymous access, it is not 
necessary to protect the home directory. Relocate Web root directories to a non-
system partition. This will prevent external attacks from locating the system 
directory, where other important operating system files exist. Unlike access 
permissions for Web sites, which apply to anyone who tries to access your Web site, 
you can use NTFS file system permissions to specify which users can access your 
content and how these users are allowed to manipulate the content. For improved 
security, use both Web site permissions and NTFS permissions. 
 
Default document  
 
The default document is the file that the Web server sends in reply to a request for a 
URL that has no specified file name. If users try to access your Web site by using the 
URL http://www.northwindtraders.com, your server reads each of the default 
documents starting with the first entry. The server searches for each entry until it 
finds a required document, and then it uses the first document it finds. In the 
absence of a default document, a list of directories is displayed if directory browsing 
is enabled. If no default document is specified and directory browsing is disabled 
(which is the default setting), a “Permission Denied” error page is displayed. If the 
default document is specified but not present, a 403 Hypertext Transfer Protocol 
(HTTP) status code—“You are not authorized to view this page.” page is displayed. 
 
Web pages 
 
You must secure Web pages based on the authorization rights assigned to the users 
who access the various resources. Your clients can access a particular Web page or a 
set of pages, based on your organization’s requirements. You can control access to 
the directories and files of your Web site by setting NTFS access permissions. You 
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can use NTFS permissions to specify the access level granted to specific users and 
groups of users. You must provide Read permissions by using IIS Manager or 
administrative scripts to enable clients to access static content such as images. 
 
Virtual directory 
 
By default, virtual directories are configured to not allow NTFS Write permissions to 
users. To facilitate management, sites and virtual directories content can be hosted 
on a UNC share. The use of a UNC share allows administrators a single management 
location of security access using share and NTFS permissions. 
 
To create an additional Web site 
 
1. Create & run a Virtual Machine by using remote desktop connection by using IP    
    and then connect. 
2. Change the IP address accordingly. 
3. Start Internet Information Services (IIS) Manager. 
4. Go through the Wizard for new web site creation  
5. Follow the instruction and save the application 
6. On the Web Site Creation Wizard page, click Finish. 
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User Isolation Mode 
 
Introduction  
 
Large organizations may have specific requirements for various users and user 
groups to view, upload, or download information from FTP sites. Creating different 
directories for users is preferred over creating multiple FTP sites. By using User 
Isolation mode, you can create separate and personalized directories for various 
users in order to isolate the content they use. User Isolation mode isolates the 
sessions of users who connect to the FTP site simultaneously. Active Directory® 
directory service User Isolation mode isolates users based on their account names. 
However, the single FTP root hierarchy is the commonly used isolation mode. 
Internet service providers (ISPs) and application service providers enable FTP user 
isolation to offer their customers personalized FTP directories to upload files and Web 
content. Instead of uploading files to a common default folder, users who access the 
FTP site in User Isolation mode are restricted to their home directories and are 
prevented from viewing or writing to files of other users. After you enable FTP User 
Isolation, your top-level folder appears as the root of the FTP site. However, you can 
create, modify, and delete files and folders within your FTP site. The only way to 
change the FTP User Isolation mode is to delete the FTP site and create a new site, in 
which you will choose the required isolation mode. 
 
Isolate Users Mode  
 
The following are the features of the Isolate Users mode: 
 

• Each user has a unique home directory directly below a folder called Local 
User that lies in the root folder. The name of each folder must match the user 
name. Users are authenticated before they can access their home directory. 
This home directory is the root directory of the users. If anonymous 
authentication is allowed for an isolated FTP site, a folder named public must 
be created under the root local user. All anonymous users will be directed to 
this public folder. 

• The users are not allowed to access directories other than their own. You can 
create a virtual directory if the user wants to access shared folders. 

• The user will not be able to connect to the site if the home directory of the 
user has not been created before logon. 

 
You can configure a User Isolation mode for an FTP site to authenticate and assign 
varying levels of permissions to users. This is important to protect sensitive data 
exchanged among users over the Internet or intranet of an organization because all 
the data is passed in clear text. By configuring User Isolation mode, you can prevent 
users from gaining access to content that is not intended for them to view or modify. 
However, all data is transmitted without encryption, irrespective of the 
authentication method implemented. You can choose a particular User Isolation 
mode based on your business requirements.  
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Managing and Securing Web Sites and Applications 
 
Introduction 
 
To provide comprehensive security for your Web sites and applications, you must 
ensure that the entire Web server, including each Web site and application that the 
server hosts, is protected from unauthorized access. Also, you might have to ensure 
that the Web sites and applications are protected from other Web sites and 
applications that are hosted on the same server. Finally, you need to initiate 
practices to help ensure that your Web sites and applications remain secure. 
 
For security reasons, IIS 6.0 is not installed by default on the Microsoft® 
Windows® Server 2003, Standard Edition; Windows® Server 2003, Enterprise 
Edition; and Windows® Server 2003, Datacenter Edition operating systems. When 
you install IIS 6.0, it is locked down — only request handling for static Web pages is 
enabled, and only the World Wide Web Publishing Service (WWW service) is 
installed. Features such as Active Server Pages (ASP), ASP.NET, Common Gateway 
Interface (CGI) scripting, FrontPage® 2002 Server Extensions from Microsoft, and 
Web Distributed Authoring and Versioning (WebDAV) do not work by default. You 
can serve dynamic content and enable these features in the Web Service Extensions 
node in IIS Manager. 
 
Introduction A Web site is a collection of Web pages stored in and delivered by a 
Web server, and a Web application is a collection of Web site elements that performs 
specific tasks for a Web site by using one or more programs. Web applications can 
use a combination of client-side and server-side code. The advantage of client-side 
code (frequently referred to as scripting because it is either JavaScript or Microsoft® 
JScript®, and because it is interpreted rather than compiled) is that it is executed 
locally on the client browser and does not access the server. For example, 
developers can use client-side code to check the validity of form fields prior to form 
submission. Server-side code is executed on the server. The Ad Rotator object, one 
of the built-in .ASP application objects, is an example of server-side code. Internet 
Server Application Programming Interface (ISAPI) provides the core functionality for 
the Web application architecture. The ISAPI dynamic-link libraries (DLLs) can be 
written as either filters or extensions. Filters and extensions can modify the behavior 
of Internet Information Services (IIS) version 6.0. ISAPI filters are triggered when 
an event, such as a READ event, occurs on the Web server. You can apply filters 
either globally for the entire Web server or at the site level. ISAPI filters are best 
used for short operations such as processing Uniform Resource Locators (URLs). For 
longer operations, such as processing an entire Hypertext Markup Language (HTML) 
request, or for performing a database query, developers can use ISAPI extensions 
such as ASP.dll. Managing Web sites and Web applications is an important 
administrative task. You must ensure that the Web sites and applications on the Web 
server are secure and that the performance of the Web sites and applications is 
optimized. The application pool feature of IIS 6.0 enables administrators to organize 
Web sites and Web applications into application pools.  
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Managing Server-Side Applications 
 
By using IIS 6.0, you can run various types of server-side applications. As an 
administrator, you must be familiar with the functionality of server-side applications 
and the requirements to run them. Managing Web sites and Web applications 
involves tasks such as determining the appropriate level of security for server-side 
applications that run on the Web server and enabling appropriate server-side 
extensions based on your business requirements. 
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Types of Server-Side Applications 
 
Introduction  
 
Server-side applications allow dynamic content to be executed on the IIS 6.0 Web 
server. By default, IIS 6.0 is installed in the locked-down mode and therefore serves 
only static content. To execute programs that generate dynamic content, you must 
manually enable the required Web server extensions on IIS 6.0. Types of server-side 
applications in IIS 6.0 include the following: 
 

• ISAPI applications 
• Active Server Pages (ASP) applications 
• ASP.NET applications 
• CGI applications 
• FPSE applications 

 
About server-side applications 
 
The following table summarizes the description and the benefits of server-side 
application types supported by IIS 6.0. 
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ISAPI Filters, Extensions, and Wildcards 
 
Introduction 
 
ISAPI is an API that resides on the Web server computer and creates dynamic 
content for messages received by the Web server. You can use ISAPI for developing 
extensions to Hypertext Transfer Protocol (HTTP) services that support the ISAPI 
interface. You can implement ISAPI server-side applications in two forms: ISAPI 
filters and ISAPI extensions. An ISAPI wildcard is an extension that has all 
extensions mapped to itself. Consider an example, * =><my> isapi.dll. Here, the 
ISAPI wildcard represented by * maps to <my > isapi.dll. 
 
ISAPI filters 
 
An ISAPI filter is a program that responds to events during the processing of a 
request. An ISAPI filter is a DLL file that is registered with IIS 6.0 and can modify the 
Web request and the procedure of IIS 6.0 message handling. Only global ISAPI 
filters are loaded when IIS 6.0 starts. All ISAPI filters, in general, can be loaded on 
demand. ISAPI filters respond when the application server receives an HTTP request. 
A filter can react on the verb used in the command-line syntax, or it can be based on 
the URL being requested. When this event occurs, the filter performs the 
corresponding processing to handle the event for which that filter is configured. For 
example, when a user enters the URL http://contoso.fabrikam.com, the ISAPI filter 
intercepts the request and sends the request to http://www.fabrikam.com/contoso. 
ISAPI filters respond to events. The role of ISAPI filters during request processing 
can be explained as follows: 
 

1. The URL request from the user enters the Web server through HTTP.sys. 
2. W3WP takes this request. 
3. Filters that are loaded globally receive this request to verify that they have 

processing based on the events. 
4. W3WP authenticates or authorizes the request appropriately. 
5. W3WP processes the request and passes it back through ISAPI filters to 

determine whether events apply. 
6. Finally, W3WP sends a response. 

 
Definition of a CGI extension 
 
CGI is a programming model originally developed for Web servers running on the 
UNIX platform. CGI programs are either compiled code or scripts written in Perl, 
Python, or some other scripting language, or executables written in C or C++. One of 
the reasons that IIS 6.0 supports CGI is to simplify the process of migrating 
applications from UNIX to IIS. 
 
A CGI extension is a Web service extension. When the IIS 6.0 Web server receives a 
URL request, such as http://machinename/cgi-in/helloworld?type=A, that contains a 
CGI program name and any other required parameter, the corresponding CGI 
program is executed. If your CGI program is compiled into an executable file, you 
must assign Execute permissions to the directory that contains the program. You 
must assign Execute permissions to send messages to the Web server. These 
messages can be sent by using the available messaging channels. The Web server 
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executes the corresponding CGI program when the Execute permissions for that CGI 
program have been granted by the administrator. If your CGI program is written as a 
script (for example, a Perl script), you can assign either Execute permissions or 
Script permissions to the corresponding directory. 
 
Security considerations  
 
It is important to secure server-side applications because they allow dynamic content 
to be executed on the Web server, and this can expose the Web server to external 
attacks. You must ensure certain security considerations before running server-side 
applications. 
 
ASP 
 
By default, parent paths are disabled in IIS 6.0. Enabling the parent paths allows 
users to access critical or confidential files outside the root directory of the 
application. The best solution to the problem of accessing the resources without 
enabling the parent paths is to use absolute virtual paths from the root of the Web 
site instead of using relative paths. For example, if you use an include file named 
Mycode.inc at the root of your server, the virtual path is /Mycode.inc. If you use the 
same include file in a virtual directory named /Includes on your server, the virtual 
path is /Includes/Mycode.inc. The syntax for enabling parent paths is as follows: 
<!--#include virtual="/<virtual path>/<filename.ext>"--> 
 
ASP.NET 
 
ASP.NET security is built on top of IIS 6.0 security. ASP.NET provides default 
authorization and authentication schemes for ASP.NET applications. You can change 
the method of authentication based on your application and organizational 
requirements. You can also change the mode of authentication for ASP.NET pages. 
Your Web site might need selective restriction on access to some portions of the site. 
In ASP.NET, security is configured through configuration files such as Web.config. 
Additionally, Web.config can be used for ASP.NET configuration of a folder. You can 
use one Web.config file for each folder. Therefore, once an ASP .NET application 
passes through the IIS 6.0 security check, the ASP.NET security check is invoked as 
configured in Web.config. 
 
ASP.NET in IIS can authenticate user credentials, such as names and passwords, by 
using any of the following authentication methods: 

• Microsoft Windows®: Basic, Digest, or Integrated Windows authentication 
     (NTLM or Kerberos) 
• Microsoft Passport authentication 
• Forms authentication 
 

The Web.config file is the configuration file for ASP.NET applications such as Web 
applications that have .aspx extensions. Settings in the Web.config file control 
security for ASP.NET applications. The Web.config file helps you to configure the type 
of authentication and authorization that can be used for ASP.NET pages that have 
extensions such as .aspx, .asmx, and .ashx. 
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Requirements for Supporting Server-Side Applications 

Introduction  
 
For server-side applications to execute and serve dynamic content, you must ensure 
that certain prerequisites are met. 
 

Managing Application Pools 

 
Introduction 
  
Web applications on the Web server handle requests through worker processes. An 
application pool can be configured to host one or more worker processes, but in 
practice, application pools are configured to a maximum of one worker process. Each 
application pool can be served by a maximum of one worker process. Application 
pools run under the identity of a member of the IIS_WPG group. The default identity 
is Network Service. In the Web.config file in your ASP.NET application, you can 
choose to bypass the IIS impersonated token and use your own. ASP.NET, by 
default, will use the IIS authenticated token for execution. The application pool 
feature of IIS 6.0 enables you to isolate Web sites and Web applications based on 
your requirements. Applications can be isolated in two modes—the worker process 
isolation mode and the IIS 5.0 isolation mode. For backward compatibility, you can 
run IIS 6.0 in IIS 5.0 isolation mode. This is a server-wide setting, and therefore 
electing to run IIS 6.0 in IIS 5.0 isolation mode will remove application pools. 
Application pools enable you to minimize the impact of poorly behaving applications 
in other application pools. The IIS 6.0 process model also allows you to monitor 
application pools. Faulty worker processes are detected and terminated, and new 
worker processes can be started in 
place of the faulty processes. 
 

Process for Securing Web Sites and Applications 
 

To configure security for Web sites and applications that are hosted on a newly 
installed Web server, you need to follow certain security practices, such as enabling 
only the Web service extensions that you need. Web service extensions provide 
content and features beyond serving static Web pages. Any dynamic content that is 
served by the Web server is done by using Web service extensions, such as content 
and features that are provided by ASP, ASP.NET, or CGI. In addition, each Web site 
and application might have specific requirements for security settings  
 
Reduce the Attack Surface of the Web Server 
 
• Enable only essential Windows Server 2003 components and services. 
• Enable only essential IIS 6.0 components and services. 
• Enable only essential Web service extensions. 
• Configure Windows Server 2003 security settings. 
 
Prevent Unauthorized Access to Web Sites and Applications 
 
• Store content on a dedicated disk volume. 
• Set IIS Web site permissions. 



                     
 

© 2005-2009  www.edujini-labs.com  
Edujini Labs Pvt Ltd 
 

• Set IP address and domain name restrictions. 
• Set the NTFS file system permissions. 
 
Isolate Web Sites and Applications 
 
• Evaluate the effects of impersonation on application compatibility:  
• Identify the impersonation behavior for ASP applications. 
• Select the impersonation behavior for ASP.NET applications. 
 
2. Configure Web sites and applications for isolation. 
 
Configure User Authentication 
 
• Configure Web site authentication.  
• Select the Web site authentication method. 
• Configure the Web site authentication method. 
• Configure File Transfer Protocol (FTP) site authentication. 
 
Encrypt Confidential Data Exchanged with Clients 
 
• Use Secure Sockets Layer (SSL) to encrypt confidential data. 
• Use Internet Protocol security (IPsec) or virtual private network (VPN) with remote 

administration. 
 
Maintain Web Site and Application Security 
 
• Obtain and apply current security patches. 
• Enable Windows Server 2003 security logs. 
• Enable file access auditing for Web site content. 
• Configure IIS logs. 
• Review security policies, processes, and procedures. 
 
 Reduce the Attack Surface of the Web Server 
 
• Enable only essential Windows Server 2003 components and services. 
• Enable only essential IIS 6.0 components and services. 
• Enable only essential Web service extensions. 
• Configure Windows Server 2003 security settings. 
 
Prevent Unauthorized Access to Web Sites and Applications 
 
• Store content on a dedicated disk volume. 
• Set IIS Web site permissions. 
• Set IP address and domain name restrictions. 
• Set the NTFS file system permissions. 
 
Isolate Web Sites and Applications 
 
• Evaluate the effects of impersonation on application compatibility: 
• Identify the impersonation behavior for ASP applications.. 
• Select the impersonation behavior for ASP.NET applications. 
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2. Configure Web sites and applications for isolation. 
 
Configure User Authentication 
 
• Configure Web site authentication. 
• Select the Web site authentication method. 
• Configure the Web site authentication method. 
2. Configure File Transfer Protocol (FTP) site authentication. 
 
Encrypt Confidential Data Exchanged with Clients 
 
• Use Secure Sockets Layer (SSL) to encrypt confidential data. 
• Use Internet Protocol security (IPsec) or virtual private network (VPN) with remote 

administration. 
 
Maintain Web Site and Application Security 
 
• Obtain and apply current security patches. 
• Enable Windows Server 2003 security logs. 
• Enable file access auditing for Web site content. 
• Configure IIS logs. 
• Review security policies, processes, and procedures. 
 
What are application pools? 
 
An application pool can be defined as a group of one or more Web applications 
served by one or more worker processes. Every Web site and virtual directory must 
be assigned to an application, and each application must be associated with an 
application pool. By default, an application pool, DefaultAppPool, is created when you 
install IIS 6.0. You can isolate different Web applications by separating them into 
different application pools. 
 
For example, virtual directory 1 is assigned to one application pool, and virtual 
directory 2 is assigned to a different application pool. The problems of virtual 
directory 1 will not affect the functioning of virtual directory 2 because both virtual 
directories are isolated and run in different application pools. 
 
You can customize the application pools based on your business requirements. By 
default, only one worker process, W3WP.exe, is assigned to an application pool, but 
you can assign many worker processes to serve each application within an 
application pool.  
 
IIS 6.0 relies heavily on a kernel driver for receiving, queuing, and sending HTTP 
requests and responses. HTTP.sys is configured by the W3SVC service at startup to 
listen on particular HTTP\S endpoints as well as to create and manage a queue. The 
queue will be used when IIS 6.0 worker processes are currently unable to execute 
the request. By default, each IIS 6.0 application pool corresponds to a single "queue" 
in HTTP.sys. All configurations for the queue are provided to HTTP.sys at the startup 
of the service and so do not need to be managed separately from IIS. Application 
pools can work concurrently. An application can be assigned to only one application 
pool at a time. 
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What are worker processes? 
 
A worker process is user-mode code. By default, a worker process is configured for 
every application pool. You can configure multiple worker processes for each 
application pool. A worker process processes the requests submitted to the Web 
applications assigned to it. Requests can return a static page or run an ISAPI 
extension. By default, when worker processes are configured in worker process 
isolation mode, they run under the Network Service account. 
 
Worker processes use HTTP.sys to receive requests and to send responses over 
HTTP. In IIS 6.0, a worker process runs as an executable file, w3wp.exe. 
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Benefits of Application Pools 
 
Introduction 
 
You can configure application pools for optimum availability of the Web server and 
for application security. For example, you can create application pools based on the 
security levels required for the applications within the pool. By creating application 
pools, you can isolate Web applications based on their functionality, thereby 
increasing the availability of the Web server. 
 
Benefits of using application pools 
 
By using application pools in IIS 6.0 you can: 

• Prevent Web applications and Web sites in one application pool from 
disrupting applications that run in other application pools. 

• Monitor the health of a worker process and the entire application pool by 
configuring the Application Pool Health Monitoring feature. You can configure 
the application pool to detect its own malfunctions and to take appropriate 
measures to resolve the issues. 

 
Note By default, an application pool is configured to detect malfunctions by 
scheduling a worker process to receive a notification at regular intervals. This feature 
can be turned off, if required.  
 

• Manage faulty application pools by enabling the recycling feature. This feature 
restarts faulty application pools periodically to reclaim unused memory so 
that you do not have to restart the Web server. Restarting can be configured 
to occur based on the time elapsed, number of requests received, specific 
times, or memory consumption. 

• Stop an application pool without affecting other pools when the worker 
processes linked to that application pool are found to be unhealthy. 

• Terminate a faulty worker process by shutting it down. If a worker process is 
detected as faulty (an error has occurred within the worker process), that 
worker process is shut down and a new worker process is launched in its 
place. 

• Shut down application pools that are idle for a specified period. By default, an 
application pool shuts down if it has been idle for 20 minutes. 
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Determining the Application Identity in an Application Pool 
 
Introduction  
 
An application pool can run under the identity of a Network Service account or of a 
specified user. ASP.NET applications can run under an identity that is different from 
the one set for its application pool. 
 
Determining the identity of an application in an application pool 
 
Consider a general scenario: Northwind Traders is a medium-sized manufacturing 
company that has installed an IIS 6.0 Web server. The Web server hosts various 
Web sites. The Web applications, comprising ASP and ASP.NET applications for the 
Sales and Marketing Web sites run in an application pool. The application pool runs 
under the identity of a specific user, X. Therefore, the ASP and ASP .NET applications 
in the application pool run under the identity of the user X. However, you can change 
the identity for the ASP .NET application by manually changing the Web site 
configuration settings in the Web.config file. You can find the Web.config file in the 
default home directory of the IIS 6.0 installation. To configure the ASP .NET 
applications to run under the identity of the user Y, you must change <identity 
impersonate =“true” username = “y” password = “xyz”/> in the Web.config file. 
Changing this value will make the ASP.NET applications to run under the identity of 
the user Y. 
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Guidelines for Configuring Application Pool Reliability 

Introduction  
 
IIS 6.0 has enhanced features to improve the reliability of the Web server through 
the implementation of application pools. 
 

Guidelines for Configuring Application Pool Performance 

Introduction 
 
In IIS 6.0, you can optimize the performance of application pools that are running in 
the worker process isolation mode. Some of the guidelines for configuring the 
performance of application pools are: 
 

• Limit the size of the request queue. 
• Enable CPU monitoring. 
• Set time limits to shut down idle worker processes. 

 
Configuring application pool performance 
 
You can enhance the performance of the Web server by configuring application pools. 
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Managing Web Sites 
 
Introduction  
 
Managing Web sites includes updating the content on the Web sites, redirecting 
users to the correct and updated locations of the Web sites, and enabling the 
appropriate features for customizing the Web site content. As an administrator, you 
must redirect users to the updated links on the Web sites. To handle the user 
requests, you must know the locations to which you can redirect browser requests, 
such as URLs and virtual directories. You must also know the components whose 
properties you must configure to redirect the browser requests. The custom header 
feature of IIS 6.0 enables you to send customized header information to the client 
browser. The customized header information can specify whether to cache the Web 
page. IIS 6.0 allows you to customize error messages. You can replace the default 
error message (which users could find cryptic and intimidating) with a message that 
a user will easily understand. In addition, a custom error message provides a way to 
hide error information that users should not see. 
 
 

 

 



                     
 

© 2005-2009  www.edujini-labs.com  
Edujini Labs Pvt Ltd 
 

Browser Request Redirection 

Introduction  
 
When the location of the Web content hosted on your Web site has changed, you 
must redirect the client requests for this information to the new location. This 
provides for a seamless user experience. You can redirect a browser request to 
locations such as a directory, a shared location on another computer, or a different 
URL. When the browser requests the information from the original location, the Web 
server can instruct the browser to request the page from the redirected location. 
However, generally, the Web server performs the redirection without using the 
browser in any way. For example, when you change the physical location of a Web 
site from one folder to another, if the user requests the Web site, the Web server will 
redirect the request to the correct physical location. You can enable the redirection 
property and specify the path of redirection for the location of components such as 
virtual directories, Web sites, or files. 
 
Locations used for browser request redirection 
 
You can redirect browser requests to the following locations: 
Directory. Using IIS Manager, you can specify the directory or URL to which a client 
should be redirected while trying to access a resource. By editing the properties of 
the source directory, you can specify the destination path for redirection by entering 
the destination URL or virtual path to the file. 
 
Shared location on another computer. Using IIS Manager, you can redirect requests 
for files that are in a directory to a different directory or to a network share.URL. 
Using IIS Manager, you can redirect URL requests to another URL. You must specify 
the destination URL by using the appropriate redirection variables. You can use these 
redirection variables to precisely control the translation of the original URL to the 
destination URL. For example, to redirect all requests for files in a particular directory 
to a program, you can use redirection variables to pass parameters from the original 
URLto the program. Redirection variables allow you to specify targets and behaviors 
for directories by changing the Http Redirect property. 
 
Components used for browser request redirection 
 
Using IIS Manager, you can set the redirection property of the following elements: 
Web site. Using IIS Manager, you can redirect the browser request to a specific Web 
site when the user requests a specific URL. 
 
Virtual directory. You can redirect requests for files in one virtual directory either to a 
different virtual directory or to a file in a different virtual directory. You can redirect 
all requests for files in a particular virtual directory to a program. You must also pass 
parameters from the URL for the original virtual directory to the destination program 
by using redirection variables. 
 
File. Using IIS Manager, you can edit the directory properties of the file to which you 
want to redirect user requests. You must also specify the URL of the destination file. 
Finally, you must verify that you have selected the exact URL to prevent the Web 
server from appending the original file name to the destination URL. 
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Content Customization Options 

Introduction  
 
As a Web administrator, you must efficiently manage your Web site and ensure that 
information on your Web site is up to date. One of the important features that IIS 
6.0 provides to customize your Web content is the custom HTTP headers feature. 
 
Custom HTTP headers  
 
Custom HTTP headers are header-name value pairs that can be added to all request 
responses for a message. They are part of the HTTP header. You can use custom 
HTTP headers to manage Web pages that are sent to clients. For example, you can 
use the content expiration to send a custom HTTP header that allows the browser to 
cache a page but prevents proxy servers from caching the same content. Custom 
headers are included in the header of the HTTP message and sent to the browser. 
With HTTP headers you can: 
 

• Specify the time period for which the page will be stored in the client’s cache. 
The HeaderWaitTimeout metabase property allows you to set a request time-
out for the WWW service. 

• Inform the browser of the type of files that are being sent to the client. 
 
Custom Error Messages 

IIS 6.0 provides a feature to send HTTP 1.1 error messages or custom error 
messages to users. Users should not know the exact cause of the error, because this 
can lead to security breaches. For example, in certain circumstances, displaying the 
script file name that generated the error message and the corresponding error 
message code, can invite potential attackers to hack your Web site. To hide 
information that is inappropriate for users and to show a more user-friendly message 
that will be better understood than the default error message, you can use custom 
error messages. 
 
Custom error messages 
 
During IIS 6.0 installation, default error files such as 401.htm and 401.2.htm are 
installed. You can configure IIS 6.0 to send custom error messages instead of the 
default HTTP 1.1 error messages. These custom error messages can be mapped to a 
file name or to a URL. Administrators can configure IIS 6.0 to send custom error 
messages to users. Custom error messages are easy to read and contain more 
specific information on the errors. For example, the default HTTP 1.1 404 error 
message contains the statement “Object Not Found,” which is replaced with the 
custom error message, “The Web server cannot find the file/script you asked for. 
Please check the URL to ensure that the path is correct. Please contact the Web 
server administrator if this problem persists.” This custom error message can be 
found at LocalDrive:\WINDOWS\help\IisHelp\common\404b.htm.  
 
IIS 6.0 sends custom error messages from a file that is located in the 
systemroot\Help\IisHelp\Common folder. Custom error messages are mapped to a 
file name or to a URL. You can configure IIS 6.0 to send standard, or default, HTTP 
1.1 error messages to users. 
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You can create custom error messages at the Web server and directory levels. These 
error messages are stored as separate lists in IIS Manager. When you configure a set 
of custom error messages at the Web site level, all directories under that server 
inherit the entire list of custom error messages.  
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Installing and Configuring Microsoft IIS 6 Plug-ins 

Web server plug-ins 

Web server plug-ins enables the Web server to communicate requests for dynamic 
content, such as servlets, to the application server. A Web server plug-in is 
associated with each Web server definition. The configuration file (plugin-cfg.xml for 
WebSphere for example) that is generated for each plug-in is based on the 
applications that are routed through the associated Web server. 

A Web server plug-in is used to forward HTTP requests from a supported Web server 
to an application server. Using a Web server plug-in to provide communication 
between a Web server and an application server has the following advantages: 

• XML-based configuration file 
• Standard protocol recognized by firewall products 
• Security using HTTPS, replacing proprietary Open Servlet Engine (OSE) over 

Secure Sockets Layer (SSL) 

Each of the supported Web server plug-ins runs on a number of operating systems.  

To install the WebSphere plug-in on an IIS server 

Configure IIS Version 6.0.  

1. Start the IIS application and create a new virtual directory for the Web site 
instance that you intend to work with WebSphere Application Server. These 
instructions assume that you are using the Default Web Site.  

Click Programs > Administrative Tools > Internet Information Services (IIS) 
Manager on a Windows Server 2003 Standard Edition system, for example. 

2. Expand the tree on the left until you see Default Web Site.  

Right-click Default Web Site > New > Virtual Directory to create the directory 
with a default installation. 

3. Type sePlugins in the Alias field in the Virtual Directory Alias panel of the 
Virtual Directory Creation Wizard, then click Next. 

4. Browse to the plugins_root\bin\IIS_Web_server_name directory in the Path 
field of the Web Site Content Directory panel of the wizard, and then click 
next.  

For example, select the C:\Program 
Files\IBM\WebSphere\Plugins\bin\IIS_webserver1 directory. 

5. Select the appropriate permission check boxes in the Virtual Directory Access 
Permissions panel of the wizard.  
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Select the Read check box and the Execute (such as ISAPI applications or 
CGI) check box, for example. 

6. Click Next to add the sePlugins virtual directory to your default Web site. 
7. Click Finish when the success message displays. 
8. Copy the plug-in binaries to the plugins_root\bin\IIS_Web_server_name 

directory.  

For example: copy the plug-in binary files to the C:\Program 
Files\IBM\WebSphere\Plugins\bin\IIS_webserver1 directory. 

The plugin-cfg.loc file resides in this directory. The first line of the plugin-
cfg.loc file identifies the location of the plugin-cfg.xml file. 

9. Expand the Web Sites folder in the left pane navigation tree of the IIS 
Manager panel. 

10. Right-click Default Web Site in the navigation tree and click Properties.  

Add the Internet Services Application Programming Interface (ISAPI) 
filter into the IIS configuration.  

In the Default Web Site Properties panel, perform the following steps: 

11. Click the ISAPI Filters tab. 
12. Click Add to open the Add/Edit Filter Properties dialog window. 
13. Type iisWASPlugin in the Filter name field. 
14. Click Browse to select the C:\Program 

Files\IBM\WebSphere\Plugins\bin\IIS_webserver1\iisWASPlugin_http.dll file 
for the value of the Executable field. 

Browse to your plugins_root \bin\IIS_web_server_name directory to select 
the iisWASPlugin_http.dll file. 

15. Click OK to close the Add/Edit Filter Properties dialog window. 
16. Click OK to close the Default Web Site Properties window. 
17. Set the value in the plugin-cfg.loc file to the location of the configuration file.  

Set the location to the plugins_root \config\ webserver_name \plugin-cfg.xml 
file, which might be C:\Program 
Files\IBM\WebSphere\Plugins\config\IIS_webserver1\plugin-cfg.xml file. 

The location varies depending on how you have configured your system. If 
the Web server and the Application Server are on separate machines, you 
have a remote installation.  

If the two servers are on the same machine, you have a local installation.  

If the two servers are on the same machine and the application server is 
federated, you have a local distributed installation. 
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Local distributed example: 

"C:\IBM\WebSphere\AppServer\profiles\custom01\config\cells\ 
       dmgrcell\nodes\managed_node\servers\webserver1\plugin-cfg.xml" 

Example: 

"C:\IBM\WebSphere\Plugins\config\webserver1\plugin-cfg.xml" 

18. Configure the Web server to run WebSphere Application Server extensions:  
19. Expand the left pane navigation tree and click on the Web Service Extensions 

folder in the IIS Manager panel. 
20. Click Add a new Web service extension to open the New Web Service 

Extension dialog window. 
21. In the Extension name field, type WASPlugin as the name of the new Web 

service extension. 
22. Click Add to open the Add file dialog window. 
23. In the Path to file field, type the path or click Browse to navigate to the 

correct iisWASPlugin_http.dll file that the new Web service extension requires, 
and click OK. 

24. Select the Set extension status to Allowed check box to automatically set the 
status of the new Web service extension to Allowed and click OK. 

 
Start the Snoop servlet to verify the ability of the Web server to retrieve an 
application from the Application Server.  
Test your environment by starting your Application Server, your Web server, and 
using the snoop servlet with an IP address. 
 
Start the Application Server.  
Point your browser to http://localhost:9080/snoop to test the internal HTTP transport 
provided by the Application Server.  
Point your browser to http://Host_name_of_Web_server_machine/snoop to test the 
Web server plug-in.  
The HTTP Transport port is 9080 by default and must be unique for every profile. The 
port is associated with a virtual host named default_host, which is configured to host 
the installed DefaultApplication and any installed Samples. The snoop servlet is part 
of the DefaultApplication. Change the port to match your actual HTTP Transport port. 
 
Verify that snoop is running.  
Either Web address should display the Snoop Servlet - Request/Client Information 
page. 
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Using Web Server Plug-Ins with WebLogic Server  

Overview of the Microsoft Internet Information Server Plug-In  

The Microsoft Internet Information Server Plug-In allows requests to be proxied from 
a Microsoft Internet Information Server (IIS) to WebLogic Server. The plug-in 
enhances an IIS installation by allowing WebLogic Server to handle those requests 
that require the dynamic functionality of WebLogic Server.  

You use the Microsoft Internet Information Server Plug-In in an environment where 
the Internet Information Server (IIS) serves static pages such as HTML pages, while 
dynamic pages such as HTTP Servlets or JavaServer Pages are served by WebLogic 
Server. WebLogic Server may be operating in a different process, possibly on a 
different host. To the end user—the browser—the HTTP requests delegated to 
WebLogic Server still appears to be coming from IIS. The HTTP-tunneling facility of 
the WebLogic client-server protocol also operates through the plug-in, providing 
access to all WebLogic Server services.  

Connection Pooling and Keep-Alive  

The Microsoft Internet Information Server Plug-In improves performance using a 
pool of connections from the plug-in to WebLogic Server. The plug-in implements 
HTTP 1.1 keep-alive connections between the plug-in and WebLogic Server by re-
using the same connection for subsequent requests from the same client. If the 
connection is inactive for more than 30 seconds, (or a user-defined amount of time) 
the connection is closed. The connection with the client can be reused to connect to 
the same client at a later time if it has not timed out. You can disable this feature if 
desired. 

Proxying Requests  

The plug-in proxy requests to WebLogic Server based on a configuration that you 
specify. You can proxy requests based on either the URL of the request or a portion 
of the URL. This is called proxying by path.  

You can also proxy a request based on the MIME type of the requested file, which 
called proxying by file extension.  

You can also enable both methods. If you do enable both methods and a request 
matches both criteria, the request is proxied by path.  

You can also specify additional parameters for each of these types of requests that 
define additional behavior of the plug-in. 

To install the Microsoft Internet Information Server Plug-In:  

1. Copy the iisproxy.dll file from the WL_HOME/server/plugin/win/32 or 
WL_HOME/server/plugin/win/64 directory of your WebLogic Server 
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installation (where WL_HOME is the top-level directory for the WebLogic 
Platform and Server and contains the WebLogic Server installation files into a 
convenient directory that is accessible to IIS). This directory must also 
contain the iisproxy.ini file that you will create in step 4 set the user 
permissions for the iisproxy.dll file to include the name of the user who will be 
running IIS. One way to do this is by right clicking on the iisproxy.dll file and 
selecting Permissions, then adding the username of the person who will be 
running IIS. 

2. If you want to configure proxying by file extension (MIME type) complete this 
step. (You can configure proxying by path in addition to or instead of 
configuring by MIME type. See step 3 ) 

a. Start the Internet Information Service Manager by selecting it from the 
Start menu.  

b. In the left panel of the Service Manager, select your website (the 
default is “Default Web Site”). 

 

 

c. Click the “Play” arrow in the toolbar to start.  
d. Open the properties for the selected website by right-clicking the 

website selection in the left panel and selecting Properties.  
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e. In the Properties panel, select the Home Directory tab, and click the 
Configuration button in the Applications Settings section. 
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f. On the Mappings tab, click the Add button to add file types and 
configure them to be proxied to WebLogic Server.  
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g. In the Add dialog box, browse to find the “iisproxy.dll” file. 
h. Set the Extension to the type of file that you want to proxy to 

WebLogic Server. 
i. If you are configuring for IIS 6.0 or later, be sure to deselect the 

“Check that file exists” check box. The behavior of this check has 
changed from earlier versions of IIS: it used to check that the 
iisproxy.dll file exists; now it checks that files requested from the 
proxy exist in the root directory of the Web server. If the check does 
not find the files there, the iisproxy.dll file will not be allowed to proxy 
requests to the WebLogic Server. 

j. In the Directory Security tab, set the Method exclusions as needed to 
create a secure installation. 

k. When you finish, click the OK button to save the configuration. Repeat 
this process for each file type you want to proxy to WebLogic.  

l. When you finish configuring file types, click the OK button to close the 
Properties panel.  

Note : In the URL, any path information you add after the server and port is passed 
directly to WebLogic Server. For example, if you request a file from IIS with the URL: 
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http://myiis.com/jspfiles/myfile.jsp 

it is proxied to WebLogic Server with a URL such as  

http://mywebLogic:7001/jspfiles/myfile.jsp 
 

Note : To avoid out-of-process errors, do not deselect the "Cache ISAPI Applications" 
check box. 

 

3. If you want to configure proxying by path complete this step. (In addition to 
proxying by file type, you can configure the Microsoft Internet Information 
Server Plug-In to serve files based on their path by specifying some additional 
parameters in the iisproxy.ini file.) Proxying by path takes precedence over 
proxying by MIME type.  

You can also proxy multiple websites defined in IIS by path.  

To configure proxying by path:  

a. Start the Internet Information Service Manager by selecting it from the 
Start menu. 

b. Place the iisforward.dll file in the same directory as the iisproxy.dll file 
and add the iisforward.dll file as a filter service in IIS (WebSite 
Properties ISAPI Filters tab Add the iisforward dll). Set the user 
permissions for the iisforward.dll file to include the name of the user 
who will be running IIS. One way to do this is by right clicking on the 
iisproxy.dll file and selecting Permissions, then adding the username of 
the person who will be running IIS. 

c. Register .wlforward as a special file type to be handled by iisproxy.dll 
in IIS.  

d. Define the property WlForwardPath in iisproxy.ini. WlForwardPath 
defines the path that is proxied to WebLogic Server, for example: 
WlForwardPath=/weblogic. 

e. Set the PathTrim parameter to trim off the WlForwardPath when 
necessary. For example, using  

WlForwardPath=/weblogic 
PathTrim=/weblogic 

trims a request from IIS to Weblogic Server. Therefore, 
/weblogic/session is changed to /session.  

f. If you want requests that do not contain extra path information (in 
other words, requests containing only a host name), set the 
DefaultFileName parameter to the name of the welcome page of the 
Web Application to which the request is being proxied. The value of 
this parameter is appended to the URL. 
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g. If you need to debug your application, set the Debug=ON parameter in 
iisproxy.ini. A c:\tmp\iisforward.log is generated containing a log of 
the plug-in’s activity that you can use for debugging purposes. 

4. In WebLogic Server, create the iisproxy.ini file. 

The iisproxy.ini file contains name=value pairs that define configuration 
parameters for the plug-in.  

Note: Changes in the parameters will not go into effect until you restart the 
“IIS Admin Service” (under services, in the control panel).  

BEA recommends that you locate the iisproxy.ini file in the same directory 
that contains the iisproxy.dll file. You can also use other locations. If you 
place the file elsewhere, note that WebLogic Server searches for iisproxy.ini in 
the following directories, in the following order:  

a. in the same directory where iisproxy.dll is located 
b. in the home directory of the most recent version of WebLogic Server 

that is referenced in the Windows Registry. (If WebLogic Server does 
not find the iisproxy.ini file in the home directory, it continues looking 
in the Windows Registry for older versions of WebLogic Server and 
looks for the iisproxy.ini file in the home directories of those 
installations.) 

c. in the directory c:\weblogic, if it exists 
5. Define the WebLogic Server host and port number to which the Microsoft 

Internet Information Server Plug-In proxies requests. Depending on your 
configuration, there are two ways to define the host and port: 

o If you are proxying requests to a single WebLogic Server, define the 
WebLogicHost and WebLogicPort parameters in the iisproxy.ini file. For 
example: 

WebLogicHost=localhost 
WebLogicPort=7001 

o If you are proxying requests to a cluster of WebLogic Servers, define 
the WebLogicCluster parameter in the iisproxy.ini file. For example: 

WebLogicCluster=myweblogic.com:7001,yourweblogic.com:7001 

Where myweblogic.com and yourweblogic.com are instances of 
Weblogic Server running in a cluster.  

6. Optionally, enable HTTP tunneling by following the instructions for proxying 
by path (see step 8 above), substituting the WebLogic Server host name and 
the WebLogic Server port number, or the name of a WebLogic Cluster that 
you wish to handle HTTP tunneling requests.  

 . If you are using weblogic.jar and the T3 protocol, set WlForwardPath 
to this URL pattern: 

 WlForwardPath=*/HTTPClnt* 
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a. If you are using IIOP, which is the only protocol used by the WebLogic 
Server thin client, wlclient.jar, set the value of WlForwardPath to 
*/iiop*: 

 WlForwardPath=*/iiop* 

You do not need to use the PathTrim parameter.  

7. Set any additional parameters in the iisproxy.ini file.  
8. The installed version of IIS with its initial settings does not allow the 

iisproxy.dll. Use the IIS Manager console to enable the Plug-In:  
 . Open the IIS Manager console.  
a. Select Web Service Extensions.  
b. Set “All Unknown ISAPI Extensions” to Allowed.  

Proxying Requests from Multiple Virtual Websites to WebLogic Server  

To proxy requests from multiple websites (defined as virtual directories in IIS) to 
WebLogic Server:  

1. Create a new directory for the virtual directories. This directory will contain dll 
and ini files used to define the proxy. 

2. Copy iisforward.dll to the directory you created in step1.  
3. Register the iisforward.dll for each website with IIS. 
4. Create a file called iisforward.ini. Place this file in the same directory that 

contains iisforward.dll. This file should contain the following entry for each 
virtual website defined in IIS: 

vhostN=websiteName:port 
websiteName:port=dll_directory/iisproxy.ini 

Where:  

o N is an integer representing the virtual website. The first virtual 
website you define should use the integer 1 and each subsequent 
website should increment this number by 1. 

o websiteName is the name of the virtual website as registered with IIS. 
o port is the port number where IIS listens for HTTP requests. 
o dll_directory is the path to the directory you created in step 1.  

For example:  

vhost1=strawberry.com:7001 
strawberry.com:7001=c:\strawberry\iisproxy.ini 
vhost2=blueberry.com:7001 
blueberry.com:7001=c:\blueberry\iisproxy.ini 
... 
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5. Create an iisproxy.ini file for the virtual eebsites, as described in step 4 in 
Proxying Requests. Copy this iispoxy.ini file to the directory you created in 
step 1. 

6. Copy iisproxy.dll to the directory you created in step 1. 
7. In IIS, set the value for the Application Protection option to high (isolated). If 

the Application Protection option is set to Medium (pooled), the iisproxy.dll 
that registered as the first website will always be invoked. In this event, all 
the requests will be proxied to the same WebLogic Server instances defined in 
the iisproxy.ini of the first website.  

Sample iisproxy.ini File  

Here is a sample iisproxy.ini file for use with a single, non-clustered WebLogic 
Server. Comment lines are denoted with the “#” character.  

# This file contains initialization name/value pairs 
# for the IIS/WebLogic plug-in. 
WebLogicHost=localhost 
WebLogicPort=7001 
ConnectTimeoutSecs=20 
ConnectRetrySecs=2 

Here is a sample iisproxy.ini file with clustered WebLogic Servers. Comment lines are 
denoted with the “#” character.  

# This file contains initialization name/value pairs 
# for the IIS/WebLogic plug-in. 
WebLogicCluster=myweblogic.com:7001,yourweblogic.com:7001 
ConnectTimeoutSecs=20 
ConnectRetrySecs=2 
 
Note : If you are using SSL between the plug-in and WebLogic Server, the port 
number should be defined as the SSL listen port. 

Testing the Installation  

After you install and configure the Microsoft Internet Information Server Plug-In, 
follow these steps for deployment and testing:  

1. Make sure WebLogic Server and IIS are running.  
2. Save a JSP file into the document root of the default Web Application.  
3. Open a browser and set the URL to the IIS + filename.jsp as shown in this 

example:  

http://myii.server.com/filename.jsp 

If filename.jsp is displayed in your browser, the plug-in is functioning.  
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